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Abstract—In Autonomous Driving (AD) systems, perception is
both security and safety critical. Despite various prior studies on
its security issues, all of them only consider attacks on camera-
or LiDAR-based AD perception alone. However, production AD
systems today predominantly adopt a Multi-Sensor Fusion (MSF)
based design, which in principle can be more robust against these
attacks under the assumption that not all fusion sources are (or
can be) attacked at the same time. In this paper, we present
the first study of security issues of MSF-based perception in AD
systems. We directly challenge the basic MSF design assumption
above by exploring the possibility of attacking all fusion sources
simultaneously. This allows us for the first time to understand
how much security guarantee MSF can fundamentally provide
as a general defense strategy for AD perception.

We formulate the attack as an optimization problem to
generate a physically-realizable, adversarial 3D-printed object
that misleads an AD system to fail in detecting it and thus
crash into it. To systematically generate such a physical-world
attack, we propose a novel attack pipeline that addresses two
main design challenges: (1) non-differentiable target camera
and LiDAR sensing systems, and (2) non-differentiable cell-
level aggregated features popularly used in LiDAR-based AD
perception. We evaluate our attack on MSF algorithms included
in representative open-source industry-grade AD systems in real-
world driving scenarios. Our results show that the attack achieves
over 90% success rate across different object types and MSF
algorithms. Our attack is also found stealthy, robust to victim
positions, transferable across MSF algorithms, and physical-
world realizable after being 3D-printed and captured by LiDAR
and camera devices. To concretely assess the end-to-end safety
impact, we further perform simulation evaluation and show that
it can cause a 100% vehicle collision rate for an industry-grade
AD system. We also evaluate and discuss defense strategies.

I. INTRODUCTION

Today, high-level (e.g., Level-4 [1]) self-driving cars, or
Autonomous Vehicles (AV) [2]], are under rapid development.
Some of them, e.g., Google Waymo [3]] and TuSimple [4], are
already providing services on public roads. To ensure correct
and safe driving, a fundamental pillar in the Autonomous
Driving (AD) system is perception, which leverages sensors
such as cameras and LiDARs (Light Detection and Ranging)

* Alphabetical ordering; The first four authors contributed equally.

to detect surrounding obstacles in real time. Due to the direct
impact on safety-critical driving decisions such as collision
avoidance, various prior works have studied the security of AD
perception under realistic physical-world attack vectors such
as adding stickers, posters, or paintings to traffic signs [S]-[9],
or shooting lasers to the LiDAR [[10], [[11]].

All of these studies, however, are limited to attacks on a
single source of AD perception, i.e., camera- or LiDAR-based
AD perception alone [S]|-[13]. By contrast, production high-
level AD systems such as Waymo, Pony.ai, and Baidu Apollo,
typically adopt a Multi-Sensor Fusion (MSF) based design
[14]-[17], which fuses the results from different perception
sources, e.g., LIDAR and camera, to achieve overall higher
accuracy and robustness [[I8]-[26]]. In such a design, under
the assumption that not all perception sources are (or can
be) attacked simultaneously, there always exists a possible
MSF algorithm that can rely on the unattacked source(s) to
detect or prevent such an attack. This basic security design
assumption is believed to hold in general [27]], [28]], and MSF
is thus widely recognized as a general defense strategy against
existing attacks on AD perception [10], [27]-[29].

This paper presents a first study on the security property
of MSF-based perception in AD systems today. We directly
challenge the above basic security design assumption by
demonstrating the possibility of effectively and simultaneously
attacking all perception sources used in state-of-the-art MSF-
based AD perception, i.e., camera and LiDAR [18]-[26]. This
for the first time allows us to gain a concrete understanding of
how much security guarantee the use of MSF can fundamen-
tally provide as a general defense strategy for AD perception.
Specifically, we consider physical-world attack vectors for
high attack practicality, and target an attack goal with the
most direct safety consequence for autonomous driving: cause
a victim AV to fail in detecting a front obstacle.

Although prior works have designed successful physical-
world attacks on AD perceptions based only on camera or only
on LiDAR, we find that simply combining their designs does
not achieve our goal. First, we need to identify a physical-



world attack vector effective for both camera and LiDARour attack is (1) stealthy from the driver's view based on a
which can not be satis ed by those popular ones used user study, (2) robust to different victim approaching positions
prior works. For example, adding stickers changes an objecid angles, with over 95% average success rates, and (3)
texture (e.g., color) but not its shape; this can be effectitensferable across different MSF algorithms, with an average
for camera [5]-[9] but not LIDAR. Conversely, laser shootingransfer attack success rate of around 75%.

has been shown to be effective for LIDAR-based AD percep- To understand the attack realizability in the physical world,
tion [10], [11], but not for camera-based ones. Second, mee 3D-print our adversarial objects, and evaluate them using
matter what attack vector we use, we need to further addregal LiDAR and camera devices. Using a vehicle with a
2 design challenges: (1) We need to differentiably synthesizdAR mounted, we nd that our 3D-printed adversarial
the physical attack impacts simultaneously and consistendiject can successfully evade LiDAR detection in 99.1% (107)
onto both camera images and LiDAR point clouds. For certairi the total 108 collected frames. Using a miniature-scale
attack vectors, e.g., differentiably modelling the impact afxperiment setting (§V-E2), we nd that our adversarial object
lasers on camera images, this can be very challenging. (@s a 85-90% success rate to evade both LIDAR and camera
To improve run-time performance, the state-of-the-art LiDARdetection at 20 randomly-sampled positions.

based AD perception uses aggregated features of the 3D point§o understand the end-to-end safety impact, we further eval-
grouped at the level of 2D or 3D cells [15], [20], [30]—-uate our method using a production-grade AD simulator, and

[34]; however, their calculation is by nature non-differentiablend that our adversarial traf c cone can cause a 100% vehicle

(8111-B), which makes the attack dif cult to optimize.

collision rate for an Apollo AV across 100 runs. In contrast, the

Towards this end, we design a novel physical-world advetellision rate with a normal traf ¢ cone is 0%. Demo videos
sarial attack method, MSF-ADV, which addresses the chare at our project websiténttps://sitesgooglecom/view/ca
lenges above and thus fundamentally challenges the basic M&fec/msf-adv We also evaluate various existing DNN-level

design assumption in AD perception. We empbversarial

defense strategies (e.g., input transformation and augmenting

3D objectas the attack vector, with the key observation thétaining data), and discuss future defense directions. Our code
different shapes of a 3D object can lead to both point positiemd data are released at our website [37].
changes in LIDAR point clouds and pixel value changes in In summary, this work makes the following contributions:

camera images. Thus, an attacker can levesggpe manip-
ulations to introduce input perturbations to both camera and
LiDAR simultaneously. To achieve the attack goal, the attacker
simply places such an object on the roadway; this can be
conveniently accomplished with modern 3D printing services
and an object type commonly expected on the roadway, e.g.,
a traf c cone but with a slightly worn or broken look.

To systematically generate effective adversarial 3D objects,
we adopt an optimization-based approach that starts with a
3D mesh of a normal object, e.g., a normal traf c cone, and
performs shape manipulation by changing its vertex positions.
Under this attack vector, we address design challenge 1 by
constructing differentiable 3D rendering functions to synthe-
size the attack-in uenced point clouds and camera images. For
design challenge 2, we nd that all commonly-used cell-level
aggregated features can be differentiably derived byptiet-
inclusion property (8IV-D). Thus, we rst design a differen-
tiable and accurate approximation for such property, and then
use it as a building block to differentiably compute the gradient
of the cell-level aggregated features during the optimization.
We also employ domain-speci ¢ designs for attack robustness,
stealthiness, and physical-world realizability.

We evaluate MSF-ADV with MSF algorithms included in 2
open-source full-stack AD systems, Baidu Apollo [15] and Au-
toware.Al [16], that have high representativeness in practice,
e.g., Apollo is ranked as the top 4 leading AD developers along

We are the rst to study security issues of MSF-based
AD perception and the rst to challenge the basic MSF
design assumption in the AD context. We successfully
design and engineer a physical-world adversarial attack
aiming at generating adversarial 3D object to mislead a
victim AV to fail in detecting it and thus crash into it.

We adopt an optimization-based approach that ad-
dresses two main design challenges: non-differentiable
target camera and LiDAR sensing systems, and non-
differentiable cell-level aggregated features used by Li-
DAR. We also design strategies to enhance the attack
robustness, stealthiness, and physical-world realizability.
We evaluate on MSF algorithms included in representa-
tive open-source industry-grade AD systems in real-world
driving scenarios. Our attack is shown to achieve over
91% success rates across different object types and MSF
algorithms. Such high effectiveness can also be achieved
with (1) high stealthiness, (2) high robustness to victim
positions, (3) high transferability across MSF algorithms,
and (4) high physical-world realizability after being 3D-
printed and captured by LIDAR and camera devices.

To understand the end-to-end safety impact, we further
evaluate the proposed attack on a production-grade simu-
lator, and show that our attack can cause a 100% vehicle
collision rate to an industry-grade AD system. We also
evaluate and discuss defense strategies.

with Waymo, Ford, and Cruise [35]. We select 3 object types While MSF is widely recognized as a promising and general
and evaluate each on 100 real-world driving scenarios frotefense strategy for existing attacks on AD perception [10],
the KITTI dataset [36]. Our results show that the generat¢2i7]-[29], [38]-[43], prior works have neither studied the
adversarial objects achieve more than 91% success rate acsessirity of existing MSF algorithms in practical AD settings,
different object types and MSF algorithms. We also nd thator made attempts to understand whether the very basic
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security design assumption for MSF can fail. In this paper,
we make the rst attempt towards this direction, and we hope
that our ndings and insights can inspire more future research
into this largely overlooked research perspective.

Il. BACKGROUND Figure 1: Overview of MSF-based AD perception design.

A. MSF-based AD Perception )
i .. two networks, while DNN-based one can be a late or early

In' h|gh-level (e.g., Level 4 [1]) AD s.ystemgerce.onnls. fusion, i.e., at the intermediate perception results, which can be
a critical module that detects surrounding objects in real tiMRsed more deeply and thus potentially lead to higher accuracy.
Due to its direct impact on safety-critical driving deCiSioni/leanwhiIe, rule-based fusion has two unique bene ts. First,
such as collision avoidance, AD perception in production Night-is more modular and thus can exibility combine different
level AD systems such as Google Waymo, Pony.ai, and Baiflo 5 and LiDAR perception models [45]. Second, it is easier
Apollo predominantly adopts a Multi-Sensor Fusion (MSF}, jepg and interpret than DNNs [46], and also to hard-code
based design [14]_[17]'_ In this paper, we call S_UCh OIeSIgl'&fety rules and measures [45]. In our attack design later in
MSF-based AD perce_:ptlomr_ MSF for short. In th's_ Paper, g)v, we comprehensively consider both fusion designs.
we focus on I\/I_SF_deS|gned fm—roe_ld obstacle detecuoma.g., When preparing the camera- and LIDAR-side MSF inputs,
front cars, which is the most basic task for AD perception. y nica| pre-processing steps include data transformation such

MSF design principle and basic assumptionin MSF- o5 oiations and shifting, applying Region of Interest (ROI)
base_d AD per(_:eptlon,_the nal OPJeCt detection results arfo; 1o remove unrelated input portions, and extracting ag-
obtained by fusing multiple perception sources such as Camgra ateq features from the raw input. These pre-processing
and LIDAR, with the goal of leveraging their strengths whilgens can Jargely reduce the sizes and dimensions of the MSF
compensating their weaknesses to achleve overall hilgher fgorithm inputs, which can thus greatly improve the run-time
curacy and robustness than those achlev_able by a smgl_e RfJorithm performance [47]. Considering that the raw point
ception source [18]_[25]' For exampl_e, L'DAR_ IS a rangingg|o,q data can include millions of 3D points per second [48],
based sensor by shooting lasers, which thus is more dif clf, o, hre_processing is especially bene cial for LIDAR percep-
to capture the texture information (e.g., color) of an obje%n_ Thus, many state-of-the-art LIDAR-based AD perception

compared to cameras [18]. Camera images, on the other hagdye| gesigns choose to use aggregated input features such
cannot directly provide the depth information of an object [19]éls average height and intensity of the 3D points grouped

[25], which can be overcome by LiDARs. Thus, an MSF algo{it the level of3D cells or voxels [30]-[32], [49]. Some

rithm can be de_signed o leverage both the_ depth informatigf?;lte-of-the-art designs even choose to further aggregate the
from LIDAR point clouds and the texture information froMyg,yres in such 3D cells to 2D cells in Bird's-Eye View (BEV)
camera images to achieve higher object detection performagge, iner improve the real-time detection performance [34],
than those using either camera or LIDAR alone [19], [20]. T@nich, js thus the most popularly adopted in industry-grade
achieve such overall higher accuracy and robustness, the bﬁ')csystems [15], [20], [33], [34]. As detailed in §lII-B, such

design assumption i? thaere generally exist§ at least Onepopular adoption of cell-level aggregated features for LiDAR
source that can provide the correct resulta this paper, we introduces a unique challenge to our attack design.
are the rst to challenge such assumption in the AD context.

Representative MSF algorithm designin AD perception, B. Physical-World Adversarial Attack
state-of-the-art MSF algorithms predominately use 2 percep-Recent works nd that DNN models are generally vulner-
tion sources: camera and LiDAR [18]-[24], [26]. Fig. 1 showable to adversarial example, adversarial attack§50]—[56].
an overview of a typical MSF-based AD perception design. Bome works further explored such attacks in the physical
industry AD systems, before running the MSF, the raw camengrld [5]-[9], [57]-[60]. In the AD context, previous works
and LiDAR inputs, i.e., camera images and LiDAR poinhave designed successful physical-world adversarial attacks
clouds, are usually rst pre-processed [15], [16] to preparsn the camera-based AD perceptiaione [5]-[9], [12], [13],
the camera- and LiDAR-side MSF inputs, which can improver the LiDAR-based onalone [10], [11]. However, none of
the run-time algorithm performance (detailed later). them have considered MSF-based AD perception, which is
In the MSF algorithm, state-of-the-art designs predompredominantly adopted in industry AD systems today (8lI-A)
nantly adopt DNN networks to process the LIDAR-side angnd in principle can be more robust against these attacks (8l).
camera-side MSF inputs [15], [16], [18]-[24], [26], due tAlso, as detailed later in &IlI-B, blindly combining these prior
the recent superior performance of deep learning in objaf#signs cannot directly lead to successful attacks on MSF due
detection [44]. In this paper, we call theniDAR perception to various new and unigue challenges.
networksand camera perception networkiside the MSF
algorithm. Next, the processing results from these two ne
works are fused using (1) DNNs [18]-[24], or (2) hard-codef)- Attack Goal and Threat Model
matching and prioritization rules [15], [16]. Rule-based fusion Attack goal: Fundamentally defeat MSF design assump-
is usually a late fusion, i.e., applied to the end results of thien. In this paper, we target an attack goal with the most direct

{II. PROBLEM FORMULATION AND DESIGN CHALLENGES
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safety impact on driving: fool the MSF-based AD perceptioar changing brightness [12], [13], which can only change
in the victim AV to fail in detecting a front obstacle and thushe texture of an obstacle but not itshapeand thus can
crash into it. Even when the vehicle has a fail-safe Automati@rely affect the LIiDAR point clouds. On the LiDAR side,
Emergency Brake (AEB) system, e.g., based on RADAR &iDAR spoo ng [10], [11], which shoots lasers to LIDAR, has
ultrasonic sensors, such a crash is still possible for two reasostsown to be effective in the AD context. Although lasers can
First, today's AEB systems are not perfect. For example,adso affect camera inputs [40], no prior work has studied its
recent study shows that the ones in popular vehicle modeféectiveness for fooling camera-based AD perception models.
today fail to avoid crashes 60% of the time [61]. Second, ev€ne possible solution is to use separate attack vectors for
if they can successfully perform emergency stop, they canntbem, e.g., using stickers for camera and laser shooting for
avoid being hit by rear vehicles that fail to yield on time. Ta.iDAR. However, this not only adds up the attack deployment
achieve this goal, in this paper we target physical-world attacksts and thus lowers the realizability and stealthiness, but also
vectors in the AD context for high practicality and realism. requires precise synchronizations across the attack processes.

Due to the basic design assumption of MSF (8lI-A), as longhus, it is highly desired to identify one single attack vector
as there still exists at least one perception source that is twat can effectively attack both at the same time.
attacked, it is always possible for the unattacked source(s)C2. Need to differentiably synthesize physically-
to correct the nal fused perception results and thus defeabnsistent attack impacts onto both camera and LiDARTo
our attack goal. Thus, in this paper we aim at designing aystematically generate adversarial inputs, prior works gener-
attack that can effectively attacdl perception sources usedally adopt optimization-based approaches, which have shown
in the MSF-based AD perception. This can enable our desigath high ef ciency and effectiveness [6], [60]. Since adversar-
to fundamentallydefeat the MSF design assumption and thual attack generation typically takes thousands of optimization
most generally achieve our goal above. As the combinationitérations [65], [66], it is almost impossible in practice to
camera and LiDAR is most popularly adopted in state-of-thghysically drive vehicles on the target road to obtain the attack-
art MSF-based AD perception (8l1-A), in this paper our desigin uenced camera images and LiDAR point clouds every time
needs to attack both camera and LiDAR simultaneously. the adversarial inputs are updated in an iteration. Thus, we

Threat Model. As the rst study to achieve the attack goalneed to digitally synthesize the impacts of the adversarial
above, in this work we mainly focus on a white-box attacktimulus from the physical world onto both camera images
setting, i.e., assuming that the attacker has a full knowledged LiDAR point clouds, and such synthesizing needs to be
of the MSF algorithm used in the victim AD system. This iglifferentiable to enable effective optimization. As discussed in
the same assumption made in most prior adversarial attacks@h no single attack vector has been studied for both camera-
camera- or LiDAR-based AD perception [5], [6], [10], [62]. Toand LiDAR-based AD perception so far in prior works. Thus,
achieve this, the attacker may obtain a victim AV model, e.gip matter what attack vector we identify to addrésk we
by purchasing or renting [63], and then reverse engineer iteed to design a new differentiable synthesizing function for
perception module, which has been shown as possible on Tefldeast one of the perception sources, which can be quite
Autopilot [64]. The attacker can also target the AVs usinghallenging for certain physical-world attack vectors, e.g.,
open-source MSF-based AD perception algorithms [15], [18]ifferentiably modelling the impact of lasers on camera inputs
In the attack preparation time, we assume that the attacker émm different distances and angles. Meanwhile, since such
collect camera images and LiDAR point clouds of a targetedtack impacts come from the same physical-world stimulus,
road where she plans to launch the attack. the synthesized impacts to the camera images and the LIDAR
point clouds need to bghysically consistene.g., conforming
to their different mounting positions in the AV.

As described in §lI-A, in state-of-the-art MSF algorithms, C3. Need to handle non-differentiable pre-processing
the camera and LiDAR perception networks are DNN basesteps in AD perception. As introduced in 8lI-A, in indus-
Although no prior works consider attacking MSF, manyry AD systems, images and point clouds are usually pre-
designed successful physical-world adversarial attacks processed before fed into the MSF algorithm. In particular,
camera-or LiDAR-based AD perception DNN models. How-state-of-the-art LIDAR-based AD perception models popularly
ever, we nd that blindly combining these prior designs cannaise aggregated features of 3D points grouped at level of 2D
directly achieve our goal due to 3 unique challenges: or 3D cells (8lI-A). To calculate such cell-level aggregated

C1. Lack of a single physical-world attack vector effec- features, the necessary rst step is to calculate whether an
tive for both camera- and LiDAR-based AD perception. input point is inside a cell or not. In this paper, we call
To achieve our attack goal, we need to nd physical-worlit a point-inclusion property. By nature, such property is
attack vectors for both camera- and LiDAR-based perceptidiscontinuous, i.e., 0 and 1 for outside and inside a cell. This
networks in MSF. However, so far none of the attack vectocauses the calculation of any cell-level aggregated features
used in previous physical-world adversarial attacks in thn-differentiable with regard to the LIDAR point clouds,
AD context have shown effectiveness in affecting both. Fevhich thus makes our optimization dif cult to be effective. So
camera-based AD perception, previous works predominatédy, no prior works have considered a general design to handle
consider adding stickers/posters [5], [6], painting [8], [9lsuch non-differentiable pre-processing steps for LiDAR.

B. Design Challenges
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IV. ATTACK DESIGN: MSF-ADV

In this paper, we are the rst to address all the 3 challenges
in 8llI-B by designing a novel physical-world adversarial at-
tack methodMSF-ADV, which thus can fundamentally defeat
the MSF design assumption in AD perception.
A. Design Overview Figure 2: Real-world traf c objects with worn or broken
To address the challenges in 8llI-B, our MSF-ADV methogboking shapes, which can be mimicked by our physical-world

has the following novel designs: attack vector: adversarial 3D object wghape manipulations
Adversarial 3D object: physically-realizable and stealthy
attack vector for MSF-based AD perception.To addres<1, Optimization-based adversarial 3D object generation.

we identify adversarial 3D objectas the physical-world attack To systematically generate adversarial 3D objects, we adopt
vector against MSF-based AD perception. Our key insight & optimization-based approach similar to prior works [5]-
that different shapes of a 3D object can lead to not only poifitl]. We start with a 3D mesh of a normal 3D object, e.g.,
position changes in LIDAR point clouds but also pixel valua normal traf c cone, and then introduce shape manipulations
changes in camera images. Thus, the attacker can leveragechanging its vertex positions. To addréS8, due to the
shape manipulationsf such an object to introduce adversariathoice of adversarial 3D objects as the attack vector, we
input perturbations simultaneously to both camera and LiDAGan conveniently leverage existing 3D rendering techniques
perception networks in the MSF algorithm. To achieve the computer graphics to simulate the functionalities of the
attack goal, the attacker simply places such an object in thkysical equipment, i.e., camera and LiDAR, and thus system-
roadway to trick the victim AV to crash into it. atically synthesize the attack-in uenced camera images and
Beside satisfyingC1, such an attack vector also has 2 othdriDAR point clouds. Speci cally, to enable the end-to-end
advantages. First, it is easily realizable and deployable in thptimization process, we perform differentiable constructions
physical world. For example, the attacker can construct af these rendering processes, and use the relative positions
digitally in a 3D mesh and 3D-print it, which is conveniento the 3D object to ensure the physical consistency with the
today through online services [67]. Second, it can achiegerresponding camera and LiDAR mounting positions.
high stealthiness by mimicking a normal traf ¢ object that With the synthesized raw camera images and LiDAR
can legitimately appear in the middle of the road, e.g., a trafgoint could, next we design the differentiable approximation
cone or barrier, but with a worn or broken look, which is nofunction for the non-differentiable pre-processing step (non-
uncommon in the real world as shown in Fig. 2. In our desigtifferentiable cell-level aggregated feature calculation) to en-
(8IV-E), we also constrain the degree of the shape changdsle the end-to-end optimization. To address this, our key
from the normal object to achieve high stealthiness. Note thasight is that all the commonly-used cell-level aggregated
although it is possible to manipulate the object texture (e.deatures can be differentiably derived by the point-inclusion
color) together with the shape in our design, we intentionalfyroperty (detailed later in 8IV-D). Thus, we rst design a
choose to not consider it in this paper as it can greatly hamovel and accurate differentiable function to approximate the
stealthiness and also incur additional printability issues, whickalculation of the point-inclusion property, and then use it as
is a common challenge for physical-world adversarial attacksbuilding block to achieve differentiable computations of the
using stickers/posters [5], [68], [69]. pre-processing steps for LiDAR. In the optimization process,
Causing road safety threats.To make such an object bothwe also have other domain-speci ¢ designs, e.g., for attack ro-
easy to deploy and able to cause severe crashes, the attabkstness, stealthiness, and physical-world realizability, which
can choose smaller objects such as a rock or traf c cone hwill be detailed in the following sections.
Il it with granite or even metal to make it harder and heavier.
For example, a 0.5 cubic-meter rock or a 1-meter high traf B. MSF-ADV Methodology Overview

cone [70] lled with some aluminum can easily weigh over |, his section, we provide an overview of our MSF-ADV
100 kg, which can trip the victim AV to lose control, damagénethod, and will detail its components in later sections.
the chassis, or break the windshield glass if bounced up wherpgpiem formulation. We formulate the attack generation

driving at a high speed. Besides causing damages by the Crﬁftﬁbess as the following optimization problem:
itself, the attackers can also exploit teemantic meaningf

certain road object types such as traf ¢ cones. For example, . . .
the attacker can design an AV-speci ¢ attack by placing nails ~ min Ec t[La(t(ST);REURSPIM )+ L (ST S)] (1)

or_glass debris b_ehind an adverfsarial traf c cone object so that |, are pca = R'(1(S?): PC) @)
failing to detect it can lead to tire blowout of a targeted AV. IMG ? = R(t( S): IMG : C) 3)
Here, the safety damages are not directly caused by the traf ¢ F? = P(PC?: IMG?) @
cone crash itself, and thus in this case the adversarial traf ¢ a1 e A

cone can be small and lightweight like normal ones to make La(t(S");RURTPIM) = O(M (F7) ®)
it easier to 3D-print, carry, and deploy. subject to (' S%; S) (6)



Figure 3: Overview of the optimization-based adversarial 3D object generation in MSF-ADV.

S is the original benign object an8? is the adversarial Cell-level Aggregated Features Used in
one. We use vertex-face {f ) meshes to represent them, i.e., Occupancy [15], [16], [30], [34], [49], [73]
S = (v;f) andS? = (v&;f2). In Eq.[), the optimizing  ~ynt [15], [16]
parameter is the adversarial obj&%, and we only change its  peight (min/max/mean) [15], [16], [20], [24], [33]
verticesv®. The objective function includes: (1) an adversarial intensity (min/max/mean) [15], [16], [20], [30], [33], [34], [49]
loss L,, which is designed to achieve our attack goal by Density [20], [24], [33]

misleading the MSF algorithriv () to fail in detectingS?,

Table l. S f ly-used cell-level ted fea-
and (2) a realizability losk ( ), which is designed to improve av'e 1. summary of common’y USeC cer-ieve’ aggregared fea

i f thea ‘ ‘o b t both th intabilit tures in state-of-the-art LiDAR-based object detection models.
SMOoOtNEess o surface to benet bo € printablity’ 5, novel soft point-inclusion property calculation (§1V-D)
and stealthiness [(EIV1E). To improve the robustnes§®in - o Used to differentiably derive all of them.

the physical world, we apply Expectation over Transformation

(EoT) [60] by introducing a set of 3D transformatidnto S*  jts gradients with respect to the vertex positions of S@

and optimize the expectation of their objective function valuggmd constrain the gradients with a stealthiness threshie

in Eq. (1). is a balancing hyper-parameter. then updateés? using these gradients. We iteratively apply this

In Eq. {4) and Eq[{3)R'() andR®( ) are the differentiable process untilS® cannot be detected by the MSF algorithm.
LiDAR and camera rendering functions respectively (8IV-C).

They generate the attack-in uenced point cloud€?® and C. Differentiable Rendering
imagesIMG? given the corresponding backgrounds of the In this section, we detail the differentiable rendering func-
target road RC andIMG). PC* andIMG ? are then fed into tionsR'( ) andR¢( ) in Eq. (2) and Eq. (3). To ensure physical
the differentiable pre-processing approximation functf) consistency, we de néS2 in the LiDAR coordinate system,
to obtain the attack-in uenced MSF input featufe$ (81V-D).  which is convenient as it is by nature 3D. For camera ren-
F2 is fed into MSF algorithmM () in Eqg.(5), andO() is dering, we then use a calibration mati@ to transformS?2
designed to extract the output features related to the objeg¢tsm the LIDAR coordinate system to the camera coordinate
con dence score of the adversarial object. To achieve higlystem.C can be obtained by measuring the relative positions
stealthiness, in Eqg. (6) we limit the shape deformation betwepstween the camera and the LiDAR of AV. To achieve differ-
S andS?® within a threshold by using a distance metri¢ ) ential rendering, we leverage existing differentiable ray-casting
(e.g.,Lp distance metric:( S%;S) = jjS*  Sjjp). methods [71] for LIDAR and NMR [72] for camera.
Optimization process overview.Fig. 3 overviews our opti- ) o
mization process. As shown, given a 3D obj&gtinitialized D- Pre-Processing Step Approximation
with S, we rst apply 3D transformations (e.g. rotation and po- In this section, we detail the construction of the differen-
sition shifting) T to generate multiple samplégS) to improve tiable pre-processing functidd( ). Most of the pre-processing
the robustness of the adversarial object against environmestsps such as ROI, rotation, and position shifting (811-A)
variation. Next, each one of them, along with the LiDARcan be directly constructed differentiably using projective and
point clouds PC) and camera imagelNIG) background afne transformations. However, such construction is espe-
from the target road, are fed into the rendering functior@ally challenging for the calculation of cell-level aggregated
(R'();R®()), pre-processing approximation function®(()), features such as cell occupancy and the mean height of the
and the MSF algorithmM ()) to calculateL ;. Additionally, points inside a cell, due to the discontinuity of the point-
the realizability lossL,;(S?;S) is added toL,() together inclusion property as discussed@3 (8llI-B). However, such
using Eg. (1) to construct our loss function. To solve it, we ugeatures are commonly used in state-of-the-art LiDAR-based
Projected Gradient Descent (PGD). Speci cally, we computD perception as summarized in Tablel, for achieving high
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run-time performance (8l1-A). This thus makes it necessary tee usetanh( ) to differentiably and accurately approximate
address this to ensure the generality of our attack method.sign(). For example, for th& dimension, it becomes:

To address this, we nd that as long as we can obtain the
point-inclusion value of each 3D point to a given cell, all R L, L
the commonly-used features in Table | can be mathematically (us;uz) = 2 2
calculated in closed form. Thus, we rst design an accurate and
differentiable approximation of the point-inclusion property For thev andw dimensions oPC; we replacelL with W
calculation, or asoft point-inclusion calculation, and then useand H. Fig.5 shows the curve of Eq.(8) whan = 1. As
it as abuilding blockto differentiably derive the features.  shown, the difference between Eqg. (8) approximation and the

Building block: Soft point-inclusion calculation. Given a ground truth is much smaller. In this paper, we @diftPI( )
point PC; with coordinate(u;;vi:w;) from the point cloud usingd(ui;uz) = jur  Uuzj and Eq.(8)trilinear and tanh
PC and a 3D cellc,, of lengthL, width W, and heightH, approximationrespectively. The numbers with underline in
the direct point-inclusion value dPC; for ¢, denoted as Fig.4(b) and (c) are the results with tanh approximation. As
PI(PCi;cm), is 1 if PC; is inside ¢y, and O if not. To shown, with tanh approximation the point-inclusion probabil-
differentiably approximate this function, we estimate ploént- ity for cz becomes 1.0, which is directly the ground-truth value
inclusion probabilityof the point among the 8 cells closest tnd thus much more accurate than trilinear approximation.
it by calculating the interpolation of it to these 8 cell center To more concretely show the bene t of tanh approximation,
positions. Fig. 4 (a) illustrates these 8 cells, which are index€&ty. 6 shows the calculation results for the count feature in
asm = 1::8. The center position of a cetl, is denoted as Table | based osoftPI( ) using real-world point cloud data.
(Um;Vm;Wnm). These 8 center positions form a cuboid thathe count feature calculates the number of points in a cell
enclosesPC . We can then calculate the interpolation of thigderivation of it fromsoftPI( ) is described later). In Fig. 6,
point to these center positions using trilinear interpolation [74fhe count values are visualized using a gray-scale heatmap

in BEV. Fig.6 (a) and (c) shows the count values calculated

anh( Gu wj z) @

_ d(um;ui) d(Vm 3 Vi) using trilinear andanh approximations respectively, and (b)
SoftPI(PCi;cm) =(1 C ) @ W) and (d) shows their differences to the ground-truth count value.
@ d(Wm ;wi)) ) As shown, the count values using trilinear approximation have
H clear differences to the groundtruth, while the differences for
_ _ Pg the ones using tanh approximation is almost invisible.
whered(uy;uz) = jup Uzjand |, softPI(PCi;cn) =1. Derivation of cell-level aggregated features.With an

Thus, this is similar to calculating the probabilities of whethefccyratesoftPl( ), we can then differentiably approximate all
PCi is inside each of these 8 cells. Fig.4 (b) illustrates thge cell-level aggregated features in Table | as follows:
calculation process and the example galculatlon R .at Count and densityThe count feature calculates the
(0:8,0:7,0:1) whenL = W = H =1 (ie, each cell is a ;o of points in a cell. WithsoftPI( ), we can

culbe)l atpd the C(Ttnter caﬁrdlnateg@ﬁs thihorlg:{m(o(;jo;lt_)). Thteth eg’gferentiably derive the count value a€NT(cn) =
calculation results are the numbers without underline a o . 2pc SOFtPI(PC ;Cn). The density feature calculates

gggi: ggssiittii:r?zf Ienachigc.::II((i:g’t;Zi Lrgggjpgéa:Lc;np\(/)ei‘::?ngtugiglrﬁ density of points in a cell. Thus, we can directly calculate
’ dividing CNT( ) by the cell size.

probability for such cell. As shown, sindeC; is insidecy, y 9 () by

it is the closest to the center aof at (1;1;0), and thus the

interpolation value is the highest far. This thus is able to

correctly assign the highest point-inclusion probabilitycto
Approximation accuracy improvement. In Fig. 4 (b), L

while the point-inclusion probability is indeed the highest fokr)aCkV\{_?r,d ﬁtassdof tthe (.)tp;[r;]nzatlor/l. in/ heiaht feat

c;, the probability value is only 0.504 and thus still has a cul telgth and intensitylh€ max/min rge?r? eight fea Ergsht

non-negligible gap to the ground-truth value 1. We nd that@'cU'ate the maximum, minimum, and (he average heig

the cause of this gap is at thtus; up) function in Eq. (7). of the points inside a cell. Thus, the max and min height
As shown in Fig.5, the ground-truth function foius; uy) fefatures are directhmaxec 2pc SOftPI(PCi;C’"? w; and
whenL = W = H =1 is 05+0:5 sign(u; upj 05), MiNecizpc SOMPI(PGy;cn) wi. The mean height feature
since if the distance between the point and the cell cengan be calculated as"* " rr——————, where is

at any dimension is over 0.5, it is outside of cell and thugmall number to prevent division by zero. The max/min/mean
(1  d(u1;uy)) should be 0 in Eq.(7). Sincsign(x) is not intensity features can be calculated similarly by replasing
differentiable wherx = 0, such ground-truth function cannotwith the intensity value oPC;.

be directly used irsoftPI( ). Usingd(uy;us) = ju;  uyj as The calculations above are performed for 3D cells. To obtain
in classic trilinear interpolation is differentiable, but its curvdéeatures for 2D cells, we just need to add an aggregation
has a gap to the ground truth as shown in Fig.5 so that ita§ these 3D cell features in one dimension, e.g., the vertical
more dif cult for the optimizedS? to succeed. To address thisdimension for BEV 2D cells (8lI-A), into these calculations.

Occupancy.The occupancy feature calculates whether
a cell has points or not. WittCNT( ) above, it can be
calculated asign(CNT( )). Note that since thsign() is not
differentiable, we approximate it usirgign(x) = x during the
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Figure 5: Lined; is the ground truth,

(a) 8 cells & formed cube  (b) Soft point-inclusion calc. ~ (C) Result assigned to 8 cells ~ while d, andds are trilinear and tanh
Figure 4: lllustration of the soft point-inclusion calculation with trilinear and tampproximation. As shown, the tanh
approximationsPC ; is a point inPC, andc; to cg are the 8 3D cells closest #8C ;. one is much closer to the ground truth.

Attack robustness improvement. To achieve the end-to-
end attack success in our setting, it is ide&@ifcan be contin-
uously undetected by the MSF algorithm when the victim AV
is approaching the object, until their distance is smaller than
the brake distance [76] so that it is too late to brake to avoid the

) o ~ crash. Thus, we need to improve the robustnes3@ofgainst
Figure 6: Accuracy bene t ofanh approximation over trilin- gitfarent victim approaching distances and angles of the target
ear approximation for the count feature (number of points pgi5q. To achieve this, we implement Transformatibrvia

cell). Count values are visualized using a gray-scale heatmgap,qom yaw-dimension rotations and ground-plane position
GT denotes the ground-truth count value. shifting of S2, which is illustrated in Fig. 3.

E. Objective Function Design V. ATTACK EVALUATION

Adversarial lossL 5. For the adversarial lods, in Eq. (1),
similar to prior attacks on object detection [5], [6], we extra
and minimize the con dence value (which re ects the con- MSF algorithm selection. In our evaluation, we target
dence that the region contains an object) of the regions MSF algorithms included in open-source industry-grade AD
S?2. As introduced in 8lI-A, the fusion process of the LiDARsystems to ensure high practicality and realism of our eval-
and camera perception networks in the MSF algorithm camtion results. In particular, we select the ones included in
be DNN-based or rule-based. For the former, we directl open-source full-stack AD systems, Baidu Apollo [15] and
extract the con dence values in the MSF output [18]-[24JAutoware.Al [16], due to their (1)yepresentativenesamong
For the latter, since the rule-based fusion logic is not directigydustry-grade AD systems today, as Apollo has been recently
differentiable, we extract the con dence values in the outputanked among the top 4 leading industrial AD developers
of the LIDAR and camera perception networks separately, aatbng with Waymo, Ford, and Cruise [35], and Autoware is
minimize the sum of them. This is because if we can preveatiopted by the USDOT in their AV eet [77]; (Practicality,

S? from being detected in the outputs of both the LIiDAR andince both systems can be readily installed on real vehicle
camera perception networkS8? will not appear in the MSF models [78], [79] for driving on public roads. In particular,
output no matter what the rule-based logic is. Apollo has been providing self-driving taxi services in China

Realizability lossL, (). To realize our attack goal in 8llI-A, for months [80]; and (3ease to experiment witlsince they
S? needs to be 3D-printed and placed on top of the roade the only full-stack AD systems that are open-sourced.
surface in the physical world. To facilitate this, we design the Both AD systems use rule-based fusion in their MSF
realizability lossL, (') in our objective function to (1) improve algorithms, i.e., the LIDAR and camera perception networks
the printability of S? at 3D printers by maximizing its surfaceare separated DNN models, and their individual perception
smoothness using a Laplacian loss [75], and (2) prevent thetputs are fused based on hard-coded matching and prior-
generation ofS? that is underneath the road surface. Thiization rules. As described in 8lI-A, such design has high
detailed loss formulations are in Appendix A. modularity and is easy to debug, interpret, and hard-code

Stealthiness designsOur optimization process has twosafety rules/measures [45]. These can greatly bene t system
designs for improving the stealthiness®#. First, the realiz- development in industry, which might be the reasons why
ability loss above can improve its surface smoothness, whiitHs adopted in both Apollo and Autoware.Al. As described
can thus allow it to look normally in practice. Second, we sola §IV-E, for such fusion type, our optimization objective is to
Eqg. (6) by using Project Gradient Descent (PGD) with = make our adversarial object undetected in both the outputs of
distance constraint during the gradient update step in FigiBg LIDAR and camera perception models to allow our attack
which thus ensures that the per-dimension moving distanttesucceed no matter what rule-based fusion logic is used.
for each vertex irS is smaller than . We can then use to Due to such modular fusion designs, the MSF algorithms in
control how similarS? looks compared to the benign o8 both Apollo and Autoware.Al allow different combinations of
and thus the smaller is, the stealthieS? is. LiDAR and camera perception models. Thus, in our evaluation

& Evaluation Methodology and Setup



we also evaluate our attack against different such combinatianmsletected byboth the LIDAR and camera models in such
to understand the generality of our attack. In this paper, WéSF combination. Under this criterion, the successful attacks
call each such combination aiSF combinatiorand use+ can generally defeany rule-based fusion logic that can be
to denote such combination operation. In particular, we selegiplied to fuse the outputs of these two models. Thus, the
2 different models for LIDAR and 2 for camera, which formgalculated success rate isoaver boundwhen a speci ¢ fusion
4 MSF combinations in total. On the LiDAR side, the LiDARIogic is used, e.g., the ones in Apollo and Autoware.Al. We
perception model in Apollo is also included in Autoware.Alperform evaluation on 100 scenarios and report success rate.
Thus, we choose 2 models in different Apollo versions that Results.The results for the 4 MSF combinations are shown
have substantially different DNN designs: one from the lateist Tablell. For all object types and all MSF combinations,
version, v5.5, denoted aA5-L, and another from an oldersuccess rates are at least 91%, and those for traf c cone and
version, v2.5, denoted a&2-L. At the DNN design level, bench are all 100% among 100 driving scenarios. This shows
A5-L differs greatly fromA2-L with 43.9% more deep layersthat MSF-ADV is an effective method. Among these results,
and 65.0% more trainable parameters. On the camera sithe, 100% success rates for traf c cone is especially important,
we select the one from the latest version of Apollo, denotesihce it is the most attractive object type among the three from
asA5-C, and the pre-trained YOLO v3 [81], denote it ¥8 the attacker's view due to its small size and the ability to
which is included in the latest version of Autoware.Al. disguise as a normal traf ¢ object in the middle of the road.
3D object type selectionConsidering the supported objectNote that our method can achieve 91% attack success rates
types for the LIDAR and camera models, we experiment witven for the toy car of which the object type (car) has been
3 types of objects for the above 4 MSF combinations: (1) leeavily explored in training data of the model. Among the 4
traf c cone of size 0.5 m 0.5m 1.0 m, for A5-L+ A5-C MSF combinations, A5-l+ A5-C has the lowest attack success
and A2-L+A5-C, (2) abenchof size 0.6 m 0.5m 1.5 rates, which shows that the models from the latest version of
m, for A5-L+Y3 and A2-L+Y3, and (3) atoy car of size Apollo are the most robust among the 4.
06m 0.7m 1.6 m (for kids to sit inside), for all 4 MSF  StealthinessWe also measure the stealthiness of our object
combinations. We intentionally avoid large objects like canssing the average per-vertex , distances and the LPIPS
since they are much harder to 3D-print and deploy. Among tlfieearned Perceptual Image Patch Similarity) metric [82].
3 object types, we consider traf ¢ cone as the most attractii@ble Il shows the results with stealthiness parameter 2
for attacker since it is much more common to appear on then (8IV-E). As shown, our attack only needs to move each
roadway than the other two and thus the most stealthy. Thusrtex by 3.4 cm on average () to achieve at least 91%
majority of our experiments are focused on traf c cone.  success rates on all MSF combinations. For LPIPS, we use
Attack scenario selection.For each object type, we selectthe of cial implementation from [82] to measure the LPIPS
100 real-world driving scenarios from the KITTI dataset [36¥alue between the driving image with benign object rendered
in which such object in benign case can be 100% detecteddnyd the same image with the adversarial one rendered at the
the MSF combinations. Each scenario is one frame of sensame location. As shown, the average LPIPS value is 0.10
inputs including the camera image, the LiDAR point cloudacross the 3 object types. This is at the same level as those
and the calibration matrix. These scenarios has high diversétghieved in latest GAN-based image restoring methods [83],
with different types of objects (e.g., cars, trucks, traf c lightsyvhich are generally considered as indistinguishable for human.
and roads (e.g., local, high-way, to rural roads). In Tablelll, we further evaluate our attack under different
Object placement. For most experiments, we place the values on A5-L+ A5-C using traf c cone. As shown, the
benign and adversarial objects 7 meters (m) in front of thtack success rates are still over 93% even when the average
victim. We choose 7 m because it is the braking distance [7@8joved distance per vertex () is as small as 1.5 cm.
when the vehicle speed is 25 mph, almost the lowest oneAttack stealthiness user study.To more directly evaluate
in normal driving. Since such distance is larger for highdhe attack stealthiness, we also conduct a user study for
vehicle speeds, 7 m represents #imeallestdistance at which traf ¢ cone with 105 participants from Amazon Mechanical
the object has to be detected by the victim to avoid a crashTork [84]. The results show that the generated adversarial
normal driving scenarios. In 8V-D, we also evaluate our attattaf c cone is generally viewed (1) as innocent as the original
among different victim distances and angles. More detaild#nign cone, and (2) less suspicious than certain benign ones
attack parameter settings are in Table VIII in Appendix.  with broken shapes. More details are in Appendix B.
) Effectiveness under different attack settings.We also
B. Attack Effectiveness perform evaluation under different attack parameter settings.
In this section, we evaluate the effectiveness of our atta¥¥e nd that our attack is most sensitive tq which show that
on the attack scenarios described in §V-A. the differentiable approximation design in 8IV-D is critical to
Evaluation metrics. Given an MSF combination and anthe attack success. More details are in Appendix C.
attack scenario, we render our generated 3D adversarial objed®rintability. We also evaluate the printability of our attack
into the background point cloud and image, and test wheth&ing commercial printability checking tool and geometry met-
it can be detected by the MSF combination. We determine aies such aswatertightnesg85], [86], self-intersection[87],
attack as success if and only if the adversarial 3D object asdcurvature[87]. Our results show that our generated objects
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MSF Comb. A5-L+ A5-C A5-L +Y3 A2-L + A5-C A2-L+Y3

Object Type Trafc cone Toy car Bench Toycar Trafccone Toycar Bench Toy car

Success Rate 100% 91% 100% 93% 100% 96% 100% 97%
Dist 1 5:92 5:95 5:93 5:97 5:93 5:63 5:90 5:61
(ij "2 3:28 3:46 3:39 337 343 334 3:30 325
"1 2:00 2:00 2:00 2:00 2:00 2:00 2:00 2:00
LPIPS 0.06 0.02 0.20 0.04 0.07 0.17 0.20 0.06

Table Il. Attack success rate and average vertex perturbation distance of MSF-ADV on different MSF combinations in 100
driving scenarios. A5-L, A5-C: LIiDAR and camera models in Baidu Apollo v5.5. A2-L: LiDAR model in Apollo v2.5. Y3:
YOLO v3. All objects can be 100% detected by each MSF combination in the benign case.

. “p Dist. (cm)
Stealthiness Succ. P N
Level (cm)  Rate Y . N LPIPS Attack Success P DSt €M)
Method Rate PR
=20 100% 592 328 2:00 0.06
=1:0 93% 284 151 100 0.05 GN 8% 21.8 335 103
=0:5 76% 138 054 050 0.05 GA 9% 285 1.84 2.00

Ours 100% 592 3:28 2:00

Table Ill. Stealthiness evaluation results of MSF-ADV on MSF

combination A5-L+ A5-C with the traf ¢ cone object under Table IV. Comparison be-Figure 7. Fitness values of GA
different stealthiness levels of(§IV-E). tween MSF-ADV and base-and MSF-ADV during the op-

line attack methods in attackimization process. The curve
are 100% printable, and our printability improvement desigrsiccess rate and object pertufer MSF-ADV stops at 1000
in 8IV-E substantially reduce the printing dif culties from bation degrees. GN: Gaussiasince it can already succeed
58.9% to 74.3%. Detailed are in Appendix D. noise. GA: genetic algorithmfor all scenarios at that point.

Transferability. We also evaluate the attack transferability

among the 4 MSF combinations with the toy car object. WePmparison, we run GA using similar CPU and GPU resources
nd that the transfer attack among them is generally effectiv8S MSF-ADV, and ensure that it runs longer than our method.

with success rates around 75% on average. Result. Table IV summarizes the attack success rates of GN,
. ] ] GA, and our method, and the corresponding shape perturbation
C. Comparison with Baseline Attack Methods degrees. As shown, for GN, the average moved distance per

While our attack shows high effectiveness in the previouertex is 3.35 cm ( "2), which is larger than those generated
section, it is unclear how much of it is due to the speci dy our method (3.28 cm). However, only 8% of the ones from
designs in MSF-ADV. To understand this, in this section w&N succeed, which is a magnitude lower than ours (100%).
compare our method with possible baseline attack methoddhis thus shows that our high attack effectiveness is mainly

Evaluation methodology. We consider 2 baseline attackdue to our optimization-based design, instead of the nature of
methods: (1) Gaussian noise based shape perturbation, denateiimilar-level shape perturbation. For GA, we stop it after
asGN, and (2) Genetic algorithm [88] based attack generatioih generates 2000 adversarial objects for each attack scenario,
denoted a$SA. GN is used to understand whether the succegsich is twice the number for our method (1000). However,
of our attack is due to our optimization-based design (81V), dhe success rate is only 9%, which is also a magnitude lower
simply due to the nature of that level of shape perturbatiorthan ours. Fig. 7 shows the tness value trend during the
GA still uses our objective function design in 8IV-E as tnes®ptimization process, which is averaged over the 100 attack
function, but does not need differentiability, which is thuscenarios. As shown, the tness value decrease for GA is much
used to understand whether our differentiable approximatistower than ours: its tness value drop after 2000 trials is
function designs in 8IV-D are actually useful. achieved after only 133 trials using our method, which is 15

Experimental setup. We perform comparison with our more ef cient. This thus concretely shows that bene t of our
attack on A5-L+ A5-C MSF combination with the traf c cone differentiable approximation function designs in 8IV-D, which
object using the same setup in 8V-A. We implement GN arallows the use of gradient-based optimizations to signi cantly
GA using the corresponding standard Python libraries [89iprove both the attack ef ciency and effectiveness.

[90]. For GN, we apply a Gaussian noise with= 0 and

= 2:1 cm to each vertex dimension to generate a simil&l- Attack Robustness
level of perturbation as MSF-ADV with= 2 cm. For GA, we In this section, we evaluate our attack robustness against
set the population size to 50, a common value used in gendtifferent victim approaching positions and angles.
algorithm based adversarial attacks [91], [92]. We con gure Evaluation methodology. We still use the attack scenar-
it to use 2 cm as the per-dimension perturbation bound fs in 8V-A for evaluation. To synthesize different relative
each vertex, the same asin MSF-ADV. To achieve a fair positions between the victim and the object when the victim
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Y =(-0.1 m, 0.1 m)

X=06Bm,15m) (15m,25m) (25 m, 35 m)

w/o EoT 80:3% 79:2% 79:9%
w/ EoT 96:3% 95:5% 96:6% (a) Road & car w/ LiDAR

Table V. Average success rate on AZ-IA5-C with trafc
cone in different victim approaching distance ranges.

is approaching the object, we render the object at different
locations ahead of the victim in both the camera and LiDAR
frames given an attack scenario. (b) Benign and adv. cubes (c) Benign case (d) Adversarial case

Experimental SetUP- As_despribed in our attqck dGSignFigure 8: Physical-world experiment settings and evaluation
(81V-A), the adversarial object is placed in the middle of thg,g, 15 for LiDAR-side physical-world attack realizability. We

traf ¢ lane in which the victim is driving. In this sectio’X <o 4 Velodyne HDL-64E LiDAR mounted on a real vehicle.
and Y denote the relative distance between the victim al e adversarial cube is 3D-printed at 1:1 scale.

the object in the longitudinal (i.e., forward and backward) and

lateral (i.e., left and right) directions respectively. BOr we  at the early stage of this project, the selected object type was
consider 3 distance ranges from 5 to 35 m, which correspoad7scm cube, and the targeted model was A2-L, the latest
to the brake distances for speed fron20 to 55 mph [76]. version of the Apollo LIDAR model at that time. Fig.8 (b)
ForY, the deviations to the center of the lane usually need &ows the box of the same size used as the benign cube, and
be within 0.1 m for smooth and safe driving [93], [94]. Thusthe 3D-printed adversarial cube. This setup mimics the attack
we considery 2 (- 0:1 m;0:1 m). For each position range, scenario by placing an adversarial rock-shaped object (§IV-A).
we randomly sample 20 different positions. Results.We manually drive the vehicle around the cube and
Results. Table V shows the average attack success rates {@jllect traces in front of it and on the left of it. In total, there
A5-L +A5-C with traf c cone in the 3 position ranges overare 99 LiDAR frames with the benign cube, and A2-L is able
the 100 evaluation scenarios (§V-A). As described in 8IV-kg correctly detect it in 84.8% (84) frames. In comparison, we
we use EoT to improve robustness. As shown, this improveg) that the adversarial cube is detected in 00IP% (1) of
the average success rates in all position ranges by 20.5%tle@ 108 LiDAR frames including it. Fig.8(c) and Fig. 8 (d)
average. Overall, with EoT the average attack success ratessiiéw examples of the frames and detection results for the
over 95% across different position ranges, which shows a higbnign and adversarial cubes respectively. These results show
robustness of our attack against different victim approachifigat our attack is still effective in the physical-world setting
positions and angles at common driving speeds. for the LiDAR side of MSF. Experiment videos and images
are athttps://sitesgooglecom/view/cav-sec/msf-adv
2) Miniature-Scale ExperimentsSince we lost the ac-
While the results in prior sections show high effectivenesgss to the experiment vehicle, in this section we design a
and robustness of our attack, the experiments are performediyiiature-scale experiment in our lab environment to perform
digitally rendering the objects into camera and LiDAR inputghysical-world experiments for both LIDAR and camera.
Thus, it is unclear whether such high effectiveness can still beEvaluation methodology. In this experiment, we still 3D-
achieved after the adversarial object is 3D-printed and placgdnt the adversarial object and obtain its point clouds and
in the physical world. Thus, in this section we evaluate sugimages using physical LIDAR and camera devices like in
physical-world realizabilty of our attack. the actual physical-world attack settings. However, the main
1) Real Vehicle based Experimentat the early stage of difference is that the adversarial object and the road are set
this project, we had access to a real vehicle equipped wittup in a miniature scaleas shown in Fig. 9. As shown, the
high-end Velodyne HDL-64E LiDAR, and used it to performadversarial object is 3D-printed at 1:6.67 scale and placed on
physical-world experiments for LIDAR models. Unfortunatelya miniature-scale straight road created by printing a real-world
later we lost the access to it and only have such real vehitlgh-resolution BEV road texture on multiple A4 papers and
based experiments for the LiDAR-side evaluation. In thisoncatenating them together. Here, the obtained point clouds
section, we report these results for LIDAR side, and will detadf the object and road are scaled up accordingly following
in the next section the physical-world experiments for botme physical rule of LIDAR to obtain the point clouds in real-
LiDAR and camera using a miniature-scale experiment setuwporld scale. The bene t of such miniature-scale setup is that
Evaluation methodology and setupln this experiment, we it can not only obtain physical-world point clouds and images
3D-print the adversarial object and conduct the experiment fyllowing the same physical rules of LIDAR and camera,
using the vehicle mentioned above to collect its LIDAR poirthut also more easily t into the budget of a university-level
clouds on the real road. Fig. 8 (a) shows the vehicle and roadsearch lab (e.g., 3D-printing our 1-meter high traf ¢ cone at
We selected a rarely-used road and no other vehicles passedfdyscale requires industry-grade 3D printers [95]).
during this experiment. Since this experiment was performedExperimental setup.We use an iPhone 8 Plus back camera

E. Physical-World Attack Realizability Evaluation
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Figure 9: Miniature-scale experiment
setup with camera and LiDAR. Roadrigure 10: Visualization of the LIDAR and camera perception results for ASAS-C
and traf c cone are at 1:6.67 scale. in miniature-scale experiments.

A5-L +A5-C  A2-L + A5-C (transfer attack) where the benign cone can be detected is 87.5%. These results
thus show that our generated adversarial objects can still be

Benign detection rate 19/20 (95%) 16/20 (80%) N i . i ;
Attack success rate 18/20 (90%) 17/20 (85%) effective against both LIDAR and camera in a physical-world
environment, and such effectiveness can transfer.
Attack success rate WhenlB/lQ (94.7%) 14/16 (87.5%)

benign can be detected VI. END-TO-END ATTACK SIMULATION EVALUATION

Table VI. Evaluation results for A5- AS-C and A2-L+AS5- 7o more concretely understand the end-to-end safety con-
C at 20 randomly-sampled positions in miniature-scale exp&fquences, we further evaluate on a concrete attack scenario
iments. Results for A2-b A5-C is a transfer attack since theusing a production-grade AD simulator.

adversarial traf c cone is generated for ASHA5-C. Evaluation methodology and metrics We perform an end-

. . . to-end attack evaluation on Baidu Apollo using LGSVL sim-
and a Velodyne VLP-16 LIDAR to collect images and poing,, [98]. LGSVL is an open-source Unity-based simulator

clouds as shown in Fig. 9. For the adversarial object, we genagsigned for testing and development of industry-grade AD

ate the adversarial traf c cone mesh using the image and poln tems, and has already supported Apollo. In our evaluation,
cloud collected in our miniature-scale setup as the backgrou use a map of a single-lane road in LGSVL, and set up

We 3D-print the benign and adversarial traf ¢ cones with 38 pollo to control a vehicle to drive along this lane. To launch

um precision at 1:6.67 scale. The road size, traf ¢ cone S1Z8ur attack, we imported the 3D mesh of our adversarial traf c

and the camera and LIDAR positions are chosen to repre_ssghe into Unity, set its physical properties, and then re-build
the scenario where these sensors are installed on a car drnfwég simulator and the map. We control the position of this
on a standard 3.6—meter wide hlghway road [9(.3].' adversarial cone to set it to the lane center, and LGSVL
In the experiment, we try 20 different positions on thgi| provide Apollo with the raw camera and LiDAR inputs
miniature road, which are randomly sampled in a 6.0 cm ity the adversarial objects using its simulation engine. As
6.0 cm area at the road center andS cm far from the camera gescribed in §IV-A, crashing into such an adversarial traf c
and LIDAR. We choose this area because we nd the high€gine can lead to severe safety damages as the attacker can |l
detection rate of the benign cone in this area. In real-word\ith denser materials such as granite or metal, or put nails
scale, this represents the scenario where the adversarial cgn@lass debris behind it. Considering such concrete attack
is roughly at the road center and 3-3.5 m far from the cameggenarios, we directly use the vehicle collision rate with the
and LIDAR on the victim. Since the object type is traf ¢ coneggyersarial cone to evaluate the attack effectiveness.
we consider AS-C on camera side, and the VLP-16 versionsgyperimental setup.We evaluate on Apollo v5.0, the latest
of AS-L and A2-L in Apollo, which has the same modelapolio version supported by LGSVL so far [98]. We use
architecture as their corresponding HDL-64 versions [97]. the default camera and LIDAR device con gurations in this
Results. Table VI shows the results. As shown, for A5-Support. The LIDAR and camera models in Apollo v5.0 are
L +A5-C, the benign traf c cone can achieve 95% detectiothe same as those in the latest version, Apollo v5.5. Thus,
rate at the 20 random positions. However, after we place th@ directly use the adversarial traf c cone generated in §V
adversarial one at exactly these 20 positions, the detection mfiethis evaluation. The vehicle speed is set to 30 km/h. For
is only 10%, leading to a 90% success rate. Speci cally, at thigth benign and adversarial scenarios, we perform 100 runs
19 positions that the benign cone can be successfully detecigfdexperiments and each lasts around 20 seconds to allow the
the attack success rate is around 95%. Fig. 10 visualizgshicle to arrive at the trafc cone placement position and
the LIDAR and camera perception results of the benign angish executing the driving decision.
adversarial cones. More images and dynamic moving videosResults and demo videos.The results show that our
are athttps://sitesgooglecom/view/cav-sec/msf-adv adversarial trafc cone caralways fool the Apollo system
Since this adversarial cone is generated for ABA5-C, in the entire trip across the 100 runs, leading tdl@0%
we also evaluate it against A2+ A5-C to understand whether vehicle collision rate. We inspect the experiment log and nd
such attack effectiveness can transfer. As shown, the sucdisd the adversarial cone evades both the camera and LiDAR
rate of such a transfer attack is very similar: the success ragrception pipelines averyframes before fusion, which thus
among the 20 positions is 85%, and that among the positidosidamentally defeats the basic design assumption of using
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